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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	Write any two attacks in WEP.




	[3M]

	2.
	Explain security enhancements in UMTS (3G).

	[3M]

	3.
	Write about ARP spoofing.




	[3M]

	4.
	Compare and contrast prevention versus Detection. 
	[3M]

	5.
	Explain about SOAP.



	[3M]

	6.
	Write briefly about Damage assessment.
              
	[2M]

	7.
	List the security goals in GSM/UMTS.


	[2M]

	8.
	Define Dos and DDos attacks.




	[2M]

	9.
	Define XML Signatures.





	[2M]

	10.
	Define the elements of computer forensics.


	[2M]











Part – B


   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	Explain the Key Hierarchy in 802.11i. 



	[5M]

	
	b)
	Discuss the MAC generation and encryption in CCMP.
	[5M]

	
	
	
	

	12.
	a)
	Explain authentication and key agreement in GSM networks. 
	[5M]

	
	b)
	Explain Integrity protection in UMTS. 




	[5M]

	
	
	
	

	13.
	a)
	Discuss about format string attacks.




	[5M]

	
	b)
	Explain Role-Based access control in Operating System.
	[5M]

	
	
	
	

	14.
	a)
	Write about DDos Attack prevention.


	[5M]

	
	b)
	Discuss about Host based versus Network based Intrusion detection systems.
	[5M]

	
	
	
	

	15.
	a)
	List out and explain technologies for web services.
	[6M]

	
	b)
	Explain assertion types in SAML.
	[4M]

	
	
	
	

	16.
	a)
	List and Explain different computer forensic tools in details.
	[6M]

	
	b)
	Explain Intrusion analysis.
	[4M]

	
	
	
	

	17.
	
	Explain the following:
	

	
	a)
	Data protection in WEP.     
	[3M]

	
	b)
	Cross –Site Scripting (XSS). 
	[4M]

	
	c)
	WS security policy.


	[3M]
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